&&l \3;%
International Journal of Scientific Research in Engineering and Management (IJSREM)

&
w Volume: 05 Issue: 03 | March-2021 ISSN: 2582-3930

Online Voting System Through Blockchain

Fatima Ziya, Asst. Prof.,Krishna Engineering College
Shilpa Suresh, CSE, Krishna Engineering College

Vaishnavi Joshi, CSE, Krishna Engineering College
Vanshika Srivastava, CSE, Krishna Engineering College
Vasvi Srivastava, CSE, Krishna Engineering College

Abstract -The security of electronic voting system has
always been a matter of high concern. In this proposed paper,
we have used blockchain era to put in forceon-lineballoting
system [1]. The paper proposed a ballotingsystemprimarily
based totally on blockchain that forwards a number of the
restrictions in modern-daystructures and assesses a number
ofthe popular blockchain systems in the path of composing a
of blockchain- primarily based
totallyonlineballotingsystem [2]. In precise, we determine the

setup

potentiality of allotted ledger technologies, which upgrades
the safetyand reduces the price of web website hosting a
national election [3].
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1.INTRODUCTION

“Nowadays, there are plenty of things we do on the internet,
from shopping to event organizing. With the fastimprovement
of the web technologies, most of traditional offline services
including mail, payment, are shifting to online medium. Then
why not voting online too?

In traditional voting when the tenure of the elected
representative is over, hundreds of thousands of electorates
have to give their votes for his or hersubsequent political
representatives [4] Voters have to go to a definitive place at a
definitive time to perform voting, online voting allows them
to cast their vote at any time of the day from any place, just
with the need of an internet connection [5]. Many of the
eligible electorates are not capable of reaching to the polling
station and casting their votes.Many people don’t have time to
vote, whether or not it'sbecause of a job, to travels, or to
dwellinga long wayfar from a vote casting center. Choosing

online voting will more likely boost the participation [6].

For online voting system, you avert the demand for all the
substantial infrastructure customarily desired on a traditional
voting. Running an elective course online does not mean that
you have to dump conventional voting methods. Those who
can’t go for online voting, they can go for conventional
voting, by that we will not lose their participation. It will also

help in rapid and smooth votes computation without any
human error [7].

For putting in a covereddigitalvote castingmachinethat offers
the equity and privateness of modern-dayvote casting,
whilstimparting the transparency and flexibility presentedvia
way of means ofdigital systems, we'rethe usage of blockchain
technology. The proposed blockchain — primarily based
totally application, improvementsthe safetyand reduces the
value of web website hosting a national election [8].

2. PROPOSED SYSTEM

This phase proposes an e-ballotingsystemhelping the
ballotingnecessities and blockchain as a service. Here the
evaluation of the prevailing system and the organization
structure of the system problem are presented [9]. It includes
specific

methods which were used in order to achieve the objectives of
the project.

3.1 Blockchain setup

To guarantee the privateness and safetynecessities for e-vote
casting, and to ensure that the election device shouldn’t allow
coerced vote casting, electorate will be vote casting in a
supervised environment. In this work, we setup a Go -
Ethereum permissioned Proof — of - Authority (POA)
blockchain to gain the goals, POA makes use of a set of
rulesvia a consensus mechanism primarily based totally on
identification as a stake that providesrelativelyspeedy
transactions [10].

3.2 Smart Contracts

Smart contracts are self-executable codes, which can be
written inside blockchains. Smart contracts assist to perform
agreements and transactions without the requirement of
significant authority in a relied way on dealing with many of
the unknown parties [11].

3.3 Details of the Protocol

Participants within an election are divided into 3-tuples which
are; Voters which contains all registered users,
Organizers/Election administrators, whose duty is to hold the
election, interact, and record voter’sinformation,
Inspectors/mining nodes are introduced in order to limit the
organizers' power [12].
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4. IMPLEMENTATION DETAILS

Implementation details has been divided into three phases
[13].

4.1 Pre-voting Phase

1) Voters are registered through the portal for eligible to cast
their vote.

2) Public key issued to voter at the time of registration.

3) Authorized channel put the information of the voters in the
voter set.
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4.2 Voting Process

Vote format
i) By the following string (vote string) we can formulate a
correct voting message:

n

Choice Code 0000 - - - 0000 Random String .

= y z

iFirst ‘x bits are the selection code’ ie the candidate
numberthat's used to identifythe candidate, observedwith the
aid of using y-bit O string, that's an indication of a well-
fashioned vote. And last is the z-bit random string. It
distinguishes different votes which incorporate the same
selection code [14].
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Voter verification and block added to blockchain

1) Voter creates 2 messages with signature and sent it to
channel.

2) Then channel (organizer) verifies the voter has voted yet or
not. Once it is verified voter get back the message.

3) Then voter has to send the other mgs to channel (inspector)
which also verify the voter and check that same mgs has been
sent to the organizer as well, If not it is rejected [15].

4) Both digitally signature the mgs to confirm the voter is
verified

5) Voter create the mgs with vote, organizer signature,
inspector signature

6) The mgs were sent with asymmetric key to organizer
through blockchain.

7) Once the vote is recorded, voting is completed

8)The organizer generates a brand-new block with the
preceding block’s hash value and the detailsof vote is
delivered into the blockchain [16].
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4.3 Post - Voting Phase

1) After the balloting process, the organizer wishes to gather
all valid votes.

2) Organizer creates a set AllBallots ie a collection of all
ballots received.

3) Organizer runs Algorithm to obtain the set ‘Validvote’
which includes the entire valid vote [17].

4) On receiving the set Validvote, begin the tally to provide
the end result of the election.

S. DISCUSSION

In this online voting system based on blockchain system we
have met all the necessary criteria of digital voting [18]. The
voter can select candidate of their preference from the list
available. All votes are stored in the form of blocks and linked
together by cryptography [19].
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6. CONCLUSION AND FUTURE WORK:

The main purpose of implementing online voting systemis to
make electoral process cheaper, faster, easier and to ensure
maximum voter participation [20]. In contrast to traditional
voting system blockchain technology provides a new
arrangement to headway to more cost and time -efficient
electoral system with increasing security measures.

The proposed system can be further upgraded by adding
fingerprint verification or face recognition.

REFERENCES

1. Blockchain-Based E-Voting System Fridrik P. Hjdlmarsson,
Gunnlaugur K. Hreidarsson School of Computer Science
Reykjavik University, Iceland {fridrik14, gunnlaugurl5} @ru.is

2. An E-voting Protocol Based on Blockchain Yi Liu and Qi Wang
Department of Computer Science and Engineering Southern
University of Science and Technology, Shenzhen, China
liuy 7@mail.sustc.edu.cn,wangqi@sustc.edu.cn

3. Securing e-voting based on blockchain in P2P network Yi
EURASIP Journal on Wireless Communications and
Networking (2019) 2019:137 https://doi.org/10.1186/s13638-
019-1473-6

4. Kriti Patidar, Swapnil Jain. "Decentralized EVoting Portal
Using Blockchain”, 2019 10" International Conference on

Computing, Communication and Networking Technologies
(ICCCNT), 2019

5. Hreioarsson, Mohammad Hamdaqa, Gisli Hjalmtysson.
"Blockchain-Based E-Voting System", 2018 IEEE 11th
International Conference on Cloud Computing (CLOUD), 2018

6. Amish Khandelwal. "Blockchain implementation on E-voting
System", 2019 International Conference on Intelligent
Sustainable Systems (ICISS), 2019

7. s. Eijffinger, R. Mahieu, L. Raes, Inferring hawks and doves
from voting records[J]. Eur. J. Polit. Econ. Elsevier. 51(C),
107-120 (2017)

8. T. Rogers, P. Green, J. Ternovski, et al., Social pressure and
voting: a field experiment conducted in a high-salience
election[J]. Elect. Stud. 46, 87-100 (2017)

9. D. Pierro, What Is the Blockchain? J Comput. Sci. & Eng.
19(5), 92-95 (2017)

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

Patrick McCorry, Siamak F. Shahandashti and Feng Hao.
(2017). A Smart Contract for Boardroom Voting with
M aximum Voter Privacy

Salanfe, "Setup your own private Proof-of-Authority Ethereum
network with Geth", Hacker Noon, 2018. Available at:
https://tinyurl.com/ y 7g362kd.

Jonathan Alexander, Steven Landers and Ben Howerton (2018).
Netvote: A Decentralized Voting Network Available at:
https:/netvote. io/wp-content/uploads/2018/02/Netvote-White-
Paper-v7.pdf

Ethereum Blog. (2018). On Public and Private Blockchains -
Ethereum Blog. Available at:
https://blog.ethereum.org/2015/08/07/  on-public-and-private-
blockchains/

Bitfury.com. (2018). Digital Assets on Public Blockchains
Available at: http://bitfury .com/content/5-white-papers-

research/bitfury-digital assets on public blockchains-1.pdf

Ethdocs.org. (2018). What is Ethereum? — Ethereum
Homestead 0.1 documentation. [online] Available at:
http://ethdocs.org/en/latest/ introduction/what-is-ethereum.html

Lee, K., James, J.I., Ejeta, T.G., Kim, H.J.: Electronic voting
service using blockchain. JDFSL 11(2)

Halderman, J.A., Teague, V.. The new south wales ivote
system: Security failures and verification flaws in a live online
election. In Haenni, R., Koenig, R.E., Wikstr'om, D., eds.: E-
Voting and Identity - 5th International Conference, VotelD
2015, Bern, Switzerland, September 2-4, 2015, Proceedings.
Volume 9269 of Lecture Notes in Computer Science., Springer
(2015) 35-53

. Wrust, K., Gervais, A.: Do you need a blockchain? IACR
Cryptology ePrint Archive 2017 (2017) 375

Zou, X., Li, H., Sui, Y., Peng, W., Li, F.: Assurable, transparent,
and mutual restraining e-voting involving multiple conflicting
parties. In: 2014 IEEE Conference on Computer
Communications, INFOCOM 2014, Toronto, Canada, April 27 -
May 2, 2014, IEEE (2014) 136-144

Wood, G.: Ethereum: A secure decentralised generalised
transaction ledger. Ethereum Project Yellow Paper 151 (2014)

© 2021, IJSREM  |www.ijsrem.com

| Page 3


http://www.ijsrem.com/
mailto:gunnlaugur15%7d@ru.is
mailto:liuy7@mail.sustc.edu.cn,wangqi@sustc.edu.cn
https://doi.org/10.1186/s13638-019-1473-6
https://doi.org/10.1186/s13638-019-1473-6
http://bitfury.com/content/5-white-papers-research/bitfury-digital_%20assets_on_public_blockchains-1.pdf
http://bitfury.com/content/5-white-papers-research/bitfury-digital_%20assets_on_public_blockchains-1.pdf

